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Oracle Web SDK
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Safe Harbor Statement
The following is intended to outline our general product direction. It is intended for 
information purposes only, and may not be incorporated into any contract. It is not a 
commitment to deliver any material, code, or functionality, and should not be relied upon 
in making purchasing decisions. The development, release, and timing of any features or 
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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Oracle offers a new Web SDK for 
integrating Oracle Digital Assistant 

with web applications and web sites
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Some of the new features
• Ease of installation
• Support for JWT client authentication
• Configurable components support e.g. timestamp display, loading chat 

bubble size, font size, chat widget size, padding in message bubbles
• Enable autocomplete feature
• File/document attachment capabilities
• Embedded mode support and much more!!
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Sample user interfaces
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How the Oracle web SDK works
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WebSocket (WSS)/ https

Oracle Web  SDK Oracle 
Digital Assistant

HTTPS Request

HTTPS Request

Oracle Chat and Attachment
Handler  Server
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Oracle Web SDK download
• Download SDK
– From downloads section link
– Extract the SDK
– Simple steps to add the client SDK to your app
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Create Oracle web channel
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Web channel configuration
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Used to determine whether SDK is  connecting to 
client authentication enabled channel.

List of allowed domains to connect to the Chat Server. 
Required, if client authentication is disabled.

Secrets Key used by customer's backend service to 
generate and sign JWT tokens for client authentication. 
Required if client authentication is enabled.
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• First, save web-sdk.js in your 
project directory. 
• Add the following code towards the 

end of the head section on your 
page and replace <WebSDK URL> 
with location of web-sdk.js.
• Replace <WebSDK namespace> 

with meaningful name, e.g. “Bots”. 
It will be used to invoke the SDK's 
public APIs, e.g. Bots.<API>()
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Web SDK Installation
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Oracle web channel can be configured to 
support client authentication using JSON 

Web Tokens (JWT tokens)
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Mode - Client Authentication Disabled
Parameters required:
• URI: ODA instance ID (required)
• channelId: unique identifier for the 

channel. (required)
• userId: used in bots to maintain the 

conversation session (optional)
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Flow - Client Authentication Disabled
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User Browser Customer 
Website

Oracle Digital 
Assistant

1. /mycompanyApp

2. /webpage + web SDK

3. /chat-server/channelID

4. Validate channelID,  URI, 
userID, domain whitelist

5. Open Websocket
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The option to disable the client 
authentication requirement should be 

used only for web pages and 
applications that by itself restrict access 

to authorized users only.
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Mode - Client Authentication Enabled
Parameters required:
• URI: ODA instance ID (required)
• a signed JWT token must be set in 

the Authorization header 
containing all the required 
parameters
– channelId
–URI
– userId as token claims.
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The JWT token generation and signing 
must happen on the customer backend 

server and never on the client either 
web or mobile
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Flow - Client Authentication Enabled
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User Browser Customer 
Website

Oracle Digital 
Assistant

1. /mycompanyApp

3. /webpage + web SDK

4. /chat-server/channelID
+ signed token

5. validate token signature, channel ID,
URI, userID, domain whitelist

6. Open Websocket

2. signs token containing channel ID, 
URI, userID using secret key
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The client authentication enabled 
mechanism adds an extra layer of 

security over the connection, ensuring 
that unauthorised connections are not 

established
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Running locally
• Host the page with any web server tool you want!
• Some popular tool for local testing are JavaScript HTTP server, and Python 

web server
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Running sample web-app locally
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Customize web widget

cv
cv
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Updating and displaying user information
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Embedded mode
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• Navigate to Intents
• Under Auto-Complete Suggestions 

section - Provide utterances to be 
used for auto complete 
suggestions.
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Enable auto complete
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Enable auto complete
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User has to enter a minimum of three 
characters in order to get the 

autocomplete suggestions
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• The SDK is supported on following 
browsers on Mac, Windows, and 
Linux:
– Firefox
– Chrome
– Safari
– Edge

* Internet explorer is not officially 
supported

• For mobile platforms the following 
browsers are supported:
– Android browser
– iOS Safari
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Browser Support
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