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Oracle Digital Assistant 
The Complete Training
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Webhook
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Safe Harbor Statement
The following is intended to outline our general product direction. It is intended for 
information purposes only, and may not be incorporated into any contract. It is not a 
commitment to deliver any material, code, or functionality, and should not be relied upon 
in making purchasing decisions. The development, release, and timing of any features or 
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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What is a webhook?
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*https://memegenerator.net/
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• Generic channel mechanism
– Supporting other messenger platforms
• SMS, Alexa, Slack, etc
• Virtually any messaging platform that 

supports HTTP Webhooks

• Through the webhook channel
– Bot channel publishes an HTTP 

Endpoint to receive messages
– You define a response HTTP Endpoint
– Bot will send response messages back 

to your server

• To verify messages the Intelligent 
Bot publishes a secret key in the 
Webhook channel
• Caller must supply
– X-Hub-Signature HTTP header
– Set to SHA256 signature of payload
– Secret key used as SHA key

• Uses same mechanism on response
–Optional for caller to verify payload
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Generic HTTP webhook support
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Create webhook client
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Nagivate to bots-node-sdk-master/examples/Webhook/starter 
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Create webhook client
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Configuration
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Run your sample
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Topic Agenda

Overview

Creating Webhook clients with Node.js (build, configure)

Voice integration with Alexa

1

2

3

14



Copyright © 2018, Oracle and/or its affiliates. All rights reserved.  

Alexa Integration
Integration Architecture
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Architecture elements

Amazon Alexa

Custom Alexa 
Skill

Web Server app

Node.js Alexa 
skill code app 

on ACCS

Oracle Digital 
Assistant

Create 
Webhook 
channel
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Alexa integration reference architecture

“Alexa ask acme 
insurance what is…”

“….”

Request voice 
stream

Response voice 
stream

User Echo/Dot 
device

Alexa Voice 
Service

Oracle 
Digital Assistant

Custom Alexa Skill 
+

Alexa Skill Kit

• Identify skill 
• Understand request
• Communicate to custom 

alexa skill

Oracle ACCS
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3 4
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Webhook URI

• Convert text to speech
• Stream to echo device
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Alexa integration
Amazon Alexa
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Key terminologies

• Skill
– Capabilities built by third party to extend core skills of Alexa

– Built-in skills: e.g. time, weather etc.

– Third-party skills: Custom, smart home, flash briefing skills

• Alexa Voice Service (AVS) 
– Performs speech to text (and vice versa)

• Alexa Skill Kit (ASK) 
– Collection of API and tools to build new skills
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You need to develop an Alexa Skill to 
integrate Alexa as a channel with 

Oracle Intelligent Bots

Image courtesy of pixabay.com
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Alexa custom skill components
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Amazon Developer Portal

Intents Slots Sample Utterances

Interaction Model

Skill Code ( e.g. Node.js code hosted on Oracle ACCS )
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Parsing invocation name, intent and slots
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Wake Word

Alexa, ask acme insurance if travel insurance is required in India?

Invocation Name Intent Slot
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Alexa Integration
Develop Amazon Alexa Custom Skill
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A valid Amazon Developer account 
is needed to create Amazon skills

Image courtesy of pixabay.com
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Amazon developer console
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https://developer.amazon.com/home.html
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Amazon skills kit developer console
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Creating a skill
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Creating a skill – choose a template

28



Copyright © 2018, Oracle and/or its affiliates. All rights reserved.  

Get the skill ID
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Get the skill ID 
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X
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Select the skill
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Configure your skill
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Creating intents
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Custom Alexa skill – add intent via JSON editor
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Alexa Integration
Building the Alexa Skill Code App
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About Alexa skill code app
• Parses HTTP JSON requests from the Alexa platform

• Communicates with Intelligent Chatbot via Webhook
• Builds the JSON response that is consumed by an Alexa-compatible device
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Node.js Alexa 
skill code app

HTTPS Only Message

Chatbots Webhook API

Server Webhook API

Intelligent
Chatbots

HTTP over SSL/TLS

HTTPS Only Message
JSON

Amazon Alexa Skill
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Alexa skill code app – Request types handled
• Launch Request
– Is called when the user invokes the skill with the invocation name
– Invokes a new session

• Intent Request 
– Is called when the user speaks a command that maps to intent
– Sends web hook messages to the bot
– Receives callback message from Webhook channel
– Compose text response to Alexa

• AMAZON Specific Intents
– Handle AMAZON.StopIntent to end the session
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You need a Node.js container can be 
accessed from HTTPS

Image courtesy of pixabay.com
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Note

• Keep a note of your Web URL along with the application name
– Required to configure
• Alexa Service Skill endpoint

• Bot’s Channel Web socket Outgoing URL 
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Alexa skill code app - configuration
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Alexa POST endpoint
app.locals.endpoints.push({

name: 'alexa',
method: 'POST',
endpoint: '/alexa/app'

});
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Alexa skill code app- configuration
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Bot Webhook POST endpoint

app.locals.endpoints.push({
name: 'Webhook',
method: 'POST',
endpoint: 

'/singleBotWebhook/messages'
});
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Alexa skill code app- configuration
• Download alexa-singleBot sample, update app.js for the following:
– Amazon Skill ID
– Channel Secret Key
– Channel URL
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Web Server app - configuration

• Download alexa-singleBot sample, update app.js for the following:
– Amazon Skill ID

– Channel Secret Key

– Channel URL
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Alexa skill code app - configuration
• Download alexa-singleBot sample, update app.js for the following:
– Amazon Skill ID
– Channel Secret Key
– Channel URL
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Obtained after successful creation of Amazon Skill

Obtained after successful creation Webhook channel in Oracle Digital Assistant
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Configure skill app endpoint
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Configure skill app endpoint
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Service Endpoint: 
https://niaqnaalexabot-ocloud109.apaas.us2.oraclecloud.com/apps/alexa-singleBot/alexa/app
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Alexa Integration
Configuration in Oracle Intelligent Bots
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Oracle Digital Assistant - create channel
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Oracle Digital Assistant - create channel
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Outgoing Webhook URI:
https://niaqnaalexabot-ocloud109.apaas.us2.oraclecloud.com/apps/alexa-singleBot/singleBotWebhook/messages
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Oracle Digital Assistant - create channel
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Oracle Digital Assistant - create channel
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Secret Key and Webhook URL will be 
passed in skill code configuration
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Oracle Digital Assistant  Hands-On

TBD
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